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1, In consideration of the SATO code and cipher problem, 
the European SATO Tri-Hegional Cipher Committee has provisionally 
set up the following categories of ciphers* 

a. $op Xisyel Ciphers . TO provide for the needs of 
high military aM'dipioaatTc ’ authorities , This part of the 
problem is supposedly now solved by the provision of the British 
Typex Mark II Machine, 



b . lecond level Ciphers (s tr 
the needs of '^ic' ^dow to stuTlnel 
divisions and major naval vessels 




c>. TO provide for 
Force Groups, Array 



C. Third Leva! Ciphers (tactical) , 
needs of tmXler , ' 



TO provide for the 



2* On 30 January 1950 the Western Eu ropean Region (KATO) 
Cipher Committee met in Paris to consider a l 
for SATO adoption and Joint use as a second- leval cipher. Phis 
machine proved to he nothing more than a V . $* built* Army Signal 
Corps, Machine Converter, M-209-B. 



Bid 



representative admitted that the M- 209 -B 
had virtually no aecurlty ^ hut stated that if the machine were 
equipped with th d | modification described in enclosure 1 

encrypted traffic would he w Absolutely secure » r 



k. The 



representative explained that the proposed 



]modif ication to the M-209-B was protected 




and that it would therefore have to he manufactured 
firms or by foreign firms under contract. He also sta 
since the model being exhibited was only a prototype it would 
probably take About one year before all XATO units could be 
equipped with the modified M-209-B. 



-seefter 
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rtKsfi 5* JtepreBeatatlves vers requested to tie prepared to state 
* at the next seating: 

a. Whether their nations were prepared to a ccept, o n a 



joint Ar*y-5avy-Air Force basis, the M-209-B with the| 
fieation as a second-level, cipher machines 



modi- 



b, Whether their nations were prepared to accept, on a 
joint Army-Savy-Air Force basis, the M-2Q9-B in its unmodified 
form as a third- level cipher machine. 

c. Their nations* short and Ions tern numerical 
requirements for the machine (if accepted) bearing in mind that 
priority should be given to international traffic. 

6. If, as is the opinion of personnel of this headquarters 

who h ave opera ting crypto experience, the U, s. position in regard 
to the l H proposal will probably be one of non-acceptance, is 
any If. 6. counterproposal available! This counterproposal might 
take the fora of a definite U, S. commitment to release a 
comparatively secure system, such as a strip cipher with the strip 
eliminator table, or It might take the fora of a firm Standing 
Group statement to the effect that the matter was unde r active 
consideration and that a solution was expected at some definite 
date in the naar future. The opinion of this headquarters Is that 
the l I proposal is a retrograde step and should be over ruled. 

This, however, may be difficult, since the H-2Q9-B with the l ~~| 
modification is the only lov-level cipher device now available 

to HATO, and the European nations may be inclined to adopt it for 
lack of something better. 

7. U. S. Information and guidance pertai n i ng to the contents 
of paragraphs 5 and 6 above is required by the U, 8. representative 
on the Cipher Committee prior to the next meeting on 27 February 
1951. 
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MODIFICATION TO gAGELIW HACHlHB COUVERSER, H-209-B 



1. The| [modification to the K-209&B converter con- 
sists of a new indicating Disk-Type Wheel assembly Which la 
interchangeable vith the corresponding assembly supplied with 
the standard X-209-B. The standard coaponent may be tfeaovecl by 
unscrewing the thumbocrerw in the center osf the Setting Knob 
shaft and the modified French assembly inserted, 

S. The differences be tween th e standard Indicating Disk- 
Type Wheel assembly and the l I assembly are threefold* 

a. On the standard asaeafibly the Type Wheel consists of 
a straight alphabet arranged in reverse order. On the ! ~~| 
modification the alphabet on the Type Wheel is capable of beigg 
scrambled according to a pre-arranged sequence because the 
individual letters of the alphabet are quickly removable and 
interchangeable . 

b. On the standard assembly the Indicating Disk con- 
sists of a straight alphabet arranged in normal order. On the 
| | modification this alphabet on the Indicating Disk is 

capable of being scrambled according to a pre-arranged sequence 
because the individual letters of the alphabet are quickly re- 
movable and interchangeable , 



1 modification there is an additional 
of, god adjacent to, the indicating 
series of uroaovable consecutive 



C. On the 

disk mounted to the left 
Disk, on which is printed a 
numbers; two series ac sero through nine and one series of zero 
through four; the space on the numbered disk opposite the letter 
“Z" on the Indicating Disk being left blank. This is intended 
to permit direct encryption of numbers without spelling them out 
as words, each number being represented by a letter, but with 
the possibility of the individual numbers Kero through four 
being represented by three different letters and the remaining 
numbers by two letters. 



3. One feature which may be cryptographically undesirable 
is the fact that the letters *Z” on both the Indicating Disk and 
the Type Wheel are always fixed in the same position relative 
to each other in order to fora a common base for tho scrambled 
Type Wheel and Indicating Disk alphabets employed. 



Incloaura 1 




